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Ms. Marlene H Dortch

Secretary

Federal Communications Commission
445 12th St, SW

Washington, DC 20554

Dear Ms. Dortch:

The Center for Digital Democracy, a leading independent organization whose
expertise includes a focus on the digital data-driven commercial marketplace,
respectfully submits this additional comment. In particular, we are responding to a
recent ex parte presentation by the Future of Privacy Forum to Commissioner
Rosenworcel’s office on 13 October 2016.

We are concerned that the commission did not receive information that accurately
reflects contemporary digital data collection and marketing practices, especially the
unique capabilities of Internet service providers (ISPs) that profoundly affect
consumers today. Consumers of ISP broadband services face an ever-growing
privacy threat. ISPs increasingly gather, analyze, and use a wide range of
information from their subscribers and customers. Unlike other companies involved
in data collection and online advertising, ISPs are tracking and using information
from consumers (and their family members) when they use their PCs, mobile
devices, and set-top boxes. Indeed, ISPs have openly proclaimed that they are more
effective at gathering data and delivering profile-based targeting based on their
control over these essential consumer devices. ISPs are working with leading
information brokers and data providers, such as Acxiom and Oracle, to create in-
depth dossiers on their customers’ habits, behaviors, financial and racial
backgrounds, as well as their geolocation. Such “cross-device” tracking and
“audience-buying” capabilities enable ongoing commercial surveillance and also
expose consumers to other threats involving their financial and health status, as
well as that of their children.! These practices have tremendous consequences for
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consumer privacy, reflecting the sea change that has occurred over the last several
years giving ISPs powerful tools for intrusive data practices (such as Comcast’s self-
described “high-velocity analytics for advertising”).? Leading ISPs are engaged in so-
called “programmatic” targeting, where individuals are bought and sold in
milliseconds via their data profiles (all without their knowledge or prior consent).3

Current claims that “de-identification” will protect consumers are unfounded.
Indeed, by combining the data that they have on their customers, obtained from
both subscribers and through "big data" analytics, with the robust information
available from third-party data providers, ISPs develop an in-depth understanding
of the identity of their customers. In today's digital marketplace, companies no
longer need to know the name of individuals to understand who they really are.
They know—through data-collection and data-analytics practices (such as “look-
alike modeling”)—where their customers spend their time and what they do, online
and off. Unique identifiers enable granular and personalized tracking and targeting.
Robust safeguards are required for de-identification to ensure that consumer
privacy is even possible, given current data-analytics practices now employed by
[SPs.4
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The self-regulatory regime for digital advertising is widely considered by leading
scholars and independent privacy experts to be severely flawed. It reflects an
outdated model that embraces a 20t-century approach to commercial data
practices, not today’s Big-Data and always-connected digital environment.>

Further, the FTC framework needs significant changes, as evidenced by that
agency’s repeated calls for Congress to enact legislation to help it better address
contemporary practices that undermine consumer privacy.® The FCC should
similarly adopt consumer privacy rules that empower consumers to make decisions
about their own and their family’s data that reflect how today’s marketplace actually
works.

Finally, we note that the Future of Privacy Forum is financially supported by leading
ISPs, including AT&T, Comcast, and Verizon, as well as by the data companies these

companies work with.”

We respectfully resubmit a report we wrote for this docket that addresses actual ISP
data practices.

Sincerely,

Jeff Chester
Executive Director
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